Privacy Notice: Visitors and Suppliers
This privacy notice explains how Burnside Primary School collects, stores, and uses personal data about individuals visiting our school premises or acting as contractors, suppliers, and service providers.
1. Who We Are & Data Protection Officer (DPO)
Burnside Primary School is the Data Controller for the personal information we process regarding visitors, contractors, and suppliers under UK Data Protection legislation (UK GDPR and the Data Protection Act 2018).
If you have any questions, concerns, or wish to exercise any of your data rights (such as making a Subject Access Request), please contact our Data Protection Officer:
· Data Protection Officer: Northumberland County Council DPO Service
· Contact Email: Louise.Gilmour@northumberland.gov.uk
· Postal Address: Burnside Primary School, Cramlington, Northumberland
2. Personal Information We Collect
The personal data we collect, hold, and process about visitors and suppliers includes:
General Visitor & Contractor Information
· Personal & Contact Identifiers: Name, job title, organization/company name, business contact details, email address, and vehicle registration details.
· Entry & Access Records: Dates and times of arrival and departure, electronic or manual sign-in logs, visitor badge records, and purpose of visit.
· Identification Documents: Proof of identity shown upon arrival (e.g., photo ID or company credential cards).
· Vetting & Safeguarding Data: DBS check details or safeguarding clearances verified for contractors, supply personnel, or external service providers working on site.
· Financial & Contractual Data (Suppliers): Bank account details, tax status, company registration details, invoices, payment records, contracts, and service level agreements.
· Safety & Images: CCTV footage recorded on school grounds, video calls/recordings (where applicable), and health and safety incident reports.
Sensitive & Special Category Data
We may also collect and process sensitive information, including:
· Medical & Health Information: Details of any access requirements, disabilities, severe allergies, or emergency medical disclosures provided to ensure on-site safety or facilitate reasonable adjustments.
3. Why We Collect & Process Your Information
We process visitor and supplier information to:
· Ensure robust statutory safeguarding and child protection across the school site.
· Maintain site security, access control, and health and safety compliance.
· Verify the identity and credentials of contractors, external workers, and official visitors.
· Administer procurement, service contracts, processing invoices, and managing payments.
· Keep accurate records of health and safety incidents, accidents, or emergency evacuations.
· Fulfill legal, audit, and regulatory reporting requirements.
4. Lawful Basis for Processing Personal Data
Under the UK GDPR, we rely on the following legal bases to process your information:
· Legal Obligation — Article 6(1)(c): Necessary to comply with statutory duties (e.g., Keeping Children Safe in Education, Health and Safety at Work legislation).
· Public Task — Article 6(1)(e): Necessary for the performance of a task carried out in the public interest to ensure the safe operation of an educational institution.
· Contractual Obligation — Article 6(1)(b): Necessary for negotiating, entering into, or fulfilling a contract with a supplier or contractor.
· Legitimate Interests — Article 6(1)(f): Used when processing visitor data in ways reasonably expected for site management and security.
· Vital Interests — Article 6(1)(d): Used in health emergencies to protect life or well-being.
Criminal Conviction Data
To process criminal record data (e.g., contractor DBS checks), processing meets Schedule 1, Part 2 of the Data Protection Act 2018:
· Condition 10: Preventing or detecting unlawful acts.
· Condition 18: Safeguarding children and individuals at risk.
Special Category Data Conditions
When processing sensitive personal data (e.g., health or disability requirements), we rely on Article 9(2)(g) of the UK GDPR (substantial public interest) alongside the following Schedule 1 conditions under the Data Protection Act 2018:
· Condition 6: Statutory and government purposes.
· Condition 16: Support for individuals with a disability or medical condition.
· Condition 18: Safeguarding of children and individuals at risk.
· Article 9(2)(c): Vital interests (in medical or health emergencies).
5. Where We Obtain Your Information From
We collect information directly from you when you complete our sign-in systems, correspond with us, submit service tenders, or visit our premises. We may also receive information from:
· Your employer or contracting company.
· The Disclosure and Barring Service (DBS) or supply agencies.
· Northumberland County Council / Local Authority procurement services.
6. Who We Share Your Personal Data With
Where legally required or necessary for operational and safety reasons, we may share visitor and supplier data with:
· Northumberland County Council / Local Authority: For auditing, safeguarding, or health and safety monitoring.
· Emergency Services (Police, Fire, Ambulance): In emergency situations or for crime prevention.
· School IT & Security Application Providers: Digital visitor management platforms, CCTV providers, or accounting software.
· Professional & Legal Advisors: Insurers, auditors, and legal counsel.
7. Data Retention & Storage
We retain visitor logs, contractor records, and financial transaction data in accordance with our Records Management Policy and Retention Schedule (aligned with the IRMS Information Management Toolkit for Schools).
Visitor sign-in logs and CCTV footage are routinely overwritten or destroyed after short, predefined retention periods unless required for an ongoing investigation or statutory record-keeping requirement.
8. Artificial Intelligence (AI) & Automated Decision-Making
Where school security, entry, or administrative software incorporates Artificial Intelligence (AI) functions, data is held securely and is never used to train public AI models. We do not use automated decision-making processes for visitors or suppliers.
9. International Data Transfers
All primary data systems are hosted within the UK. If digital management tools store data on servers outside the UK or European Economic Area (EEA), we verify that appropriate safeguards, such as standard contractual clauses or UK adequacy decisions, are enforced.
10. Your Data Rights
Under UK Data Protection law, you have the right to:
1. Be Informed about how your personal data is processed (fulfilled by this notice).
2. Access the personal data we hold about you (Subject Access Request).
3. Rectify inaccurate or incomplete personal information.
4. Erasure (Right to be Forgotten) where there is no legal obligation for continued processing.
5. Restrict Processing under specific conditions.
6. Object to data processing based on public task or legitimate interests.
To exercise any of these rights, please contact our Data Protection Officer at Louise.Gilmour@northumberland.gov.uk.
Raising a Concern / Escalation
If you have concerns about how your personal data is handled, please contact our DPO first. If we cannot resolve your concern, you may contact the UK regulator:
· Information Commissioner's Office (ICO)
· Website: ico.org.uk
· Helpline: 0303 123 1113 (Mon–Fri, 9am–5pm)
11. Changes to This Privacy Notice
We reserve the right to update this privacy notice at any time. The latest version will always be accessible via the school office and website.

